MamsaTka gna rpaxgaH o I'IpO(*)I/IJ'IaKTI/IKe N npegynpexgeHnn
ONCTaHUMNOHHbIX I'IpeCTyI'IJ'IeHMﬁ B cd)epe I/lHd)OpMaLI,VIOHHO-
TEJIEKOMMYHUKaAUNOHHbIX TEXHOSIOrnm

NMAMATKA gnga rpaxgaH o npodunakTtuke v npegynpexaeHum
AVCTaHUWOHHbLIX NpecTynnieHnn B coepe MHGOpMaLMOHHO-
TENTEKOMMYHUKALMOHHbBIX TEXHOMOMMMN:

UTOObI He oOKa3aTbCA XEePTBOW MOLIEeHHUKOB HeobXoauMoO 3HaTb
cnepywoulee:

— COTPYAHUKM NOOOro 6aHKa HUKOraa He MPOCAT COOOWMUTb AaHHble
Balen KapTbl (HOMep KapTbl, CPOK €€ AeNCTBUSA, CEeKpPeTHbIA KOoA Ha
06OpPOTHOM CTOPOHE KapThbl), TaK KaK Yy HUX OAHO3HA4YHO UMEIOTCA Baluu
AaHHble;

— He nMnpu KakKumx ob6cTosiTenbCTBax He coobwaTb JAaHHble Balew
GaHKOBCKOM KapTbl, a TaK Xe CeKpeTHbIW Koa Ha OGOpPOTHOW CTOPOHEe
KapTbl;

— XPaHUTb NMUH-KOA, OTAENbHO OT KapThbl, HU B KOeM cllyyae He NnMcaTb NUH-
Ko4 Ha camon 6aHKOBCKOW KapTe;

— He coobwaTb NUH-KOA TPETbUM NUuam;

— ocTeperaTtbCA «Tene(oOHHbIX» MOLUEHHUKOB, KOTOpble MbITalTCA
BBECTU Bac B 3abnyxaeHue;

— nyywe wu3beratb TenedOHHbIX Pa3roBOpPoOB C MNOAO3PUTESNIbHbIMMU
nabMK, KOTopble NpeacTaBnsAlOTCA COTPyAHMKaMu 6aHKa, He bouTtechb
npepBaTb pa3roBop, NPOCTO KrnaguTte TpyoKy;

— BHUMaTenbHo Yyntante CMC coobueHusa npuxoasiwme ot 6aHkKa;

— HUKOrAa U HUKOMY He coolOLanTe naposin, U CeKpeTHble KoAbl, KOTopble
npuxoaaTt Bam B CMC coobueHnn ot 6aHka;

— NOMHUTE, YTO TOJNIbKO MOLUEHHUKU CNpallMBalOT CeKpeTHble Nnaposu,
KoTopble npuxoasaT K Bam B CMC coobLeHnn oT 6aHKa;

— COTPYAHUKM GaHKa HUKOraa He NornpocAT Bac NPOUTU K baHKomaTy;

— ecyim Bac Nonpocunm nponTu ¢ 6aHKOBCKOU KapTou K 6aHKomaTty, TO 3TO
O4YeBUAHO MOLUEHHUKM;

— He NoKynanTe B MHTEPHET — MarasuHax ToBap MO SIBHO 3aHWXEHHOW
CTOMMOCTM, TaK KaK 3TO 0M€BMAHO MOLUEHHUKMU;

— HMKOrga He nepeBoauTe AeHeXHble cpeacTBa, ecnu o6 3ToOM Bac
NpocuT cpaenatb Ball 3HAaKOMbIA B COLMANbHOM CeTU, BO3MOXHO
MOLLUEHHUKU B3NOMarnu akKkayHT, CHa4yarna CBAXWUTeCb C 3TUM YeNOBEKOM
M y3HauTe AeNCTBUTESIbHO J1N OH MPOCUT Yy Bac A€HbIU;

— B cetn «MHTepHeT» He nepexoauTe NO CCbISIKAM Ha HEU3BECTHbIe
CanTbl;

— AeNCTBYUTe 06A4yMaHHO, He TOPOMNSMBO, NOMHUTE, YTO «becnnaTHbIN
CbIp TONIbKO B MblLLESIOBKEY.



MHTepHeT-MOLIJeHHVI‘-IeCTBO - NaMATKa Ogn4a rpaxgaH
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Mosgpasnsem! Bel Beivrpanu
asTomobuns Audi A8.

\nonpoﬁuocm no TenedoHy.
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Bbl  nmomy4ywim  3NE€KTPOHHOE
cOO0ILIEHHE O TOM, 4TO Bbl BBIUIpAIH
aBTOMOOMIIb U BaC INPOCAT IEPEBECTH
JACHBIH JUIs ONTyYeHus npusa’?

HUKOI'JIA He ornpasasiite
JeHbBI'H HEe3HAKOMbLIM JIHIIAM Ha HX
JIEKTPOHHbIE CYeTAa.

H()AlHllln(;‘, Mo 6epoAmHoCcms
ebiuepamb npus, He ApuUHUMAs
yuacmus 6 po3blepblide CmpemMumcs K
HYO, a GEPOAMHOCMb eo3epama
()C’H(’.Z, nePeHUCTIEHHbIX HA (lHOHlL‘HHbll}
3.761\'”2]7()HHI7H? KOouwénex
3AOVMBIUIEHHUKOG, U MO20 MEHbLUUE.

B nocnegHue rodbl LUMPOKYH MOMYMSIPHOCTb MOSYyYUNIN CMC-PacChINKM UK
3MEKTPOHHbIE NCbMa C COOBLLEHMSIMI O BbIUrpbILLE aBTOMOOWS NGO Apyrnx
LIeHHbIX MpU3oB. OnA MONnyYeHus «BbIMIpbIla» 3MOYMbILLNIEHHUKM OBbIYHO
MPOCAT NEepPEBECTN Ha JMEKTPOHHblE CYeTa OnpederieHHYl CyMMYy [EHer,
MOTMBUPYSI 3TO HEOOXOAMMOCTBIO YMraTbl HANOroB, TAMOXEHHbLIX MOLUMVH,
TPaHCNOPTHbIX pacxogoB M T.4. Mocne nonyyYeHUst AeHEeXHbIX CPedcTB OHWU
NnepecTalT BbIXOAUTb Ha CBA3b NMBO NPOCAT NEepeBecTU AOMNONHUTENbHbIe
CYMMbI Ha 0pOpMIIeHNE BbIUTPbILLA.

Orpagute cebs oT nogobHOro pogda npecTynneHun npenenbHoO MnpocCTo.
Mpexpae Bcero Heobxogmmo ObITb GnaropasymHbiM. 3agymManTecb Hag TeMm,
NpYHUManNM nn Bbl Yy4acTue B po3birpbille Mpu3oB? 3Hakoma v Bam
opraHu3auusi, HanpasuBllas yBedoMNeHne o Bbivrpbiwe?  OTkyaa
opraHmsaTopam akuuuM M3BECTHbl BallW KOHTaKTHble AaHHble? Ecnu Bbl He
MOXeTe OTBETUTb XOTHA Obl HA OAWH M3 3TUX BOMPOCOB, PEKOMEHOYEM BaM
NPOUrHOpMpoBaTb NOCTyNMBLLEE COOOLLEHNE.

Ecnn Bbl pelwmnnn ucnbiTaTb CHaCTbe U BbINTU Ha CBA3b C OpraHuMsaTopamu
po3birpbilla, nocrtapanTecb MOMyYUTb OT HUX MaKCUMasribHO BO3MOXHYIO
NHpopMaumo 06 akuum, yCrnoBuAX y4acTusi B HEW 1 NpaBunax ee NnpoBeaeHnS.
[MoMHUTE, 4TO ynoMuHaHWe Bawero uMeHun Ha VIHTepHeT-canTe He ABNSeTCH
noaTeepxgeHneMm o6ponopsiA0YHOCTM OpraHM3aTOpPOB akuMM U rapaHTUENn
BaLlero BbiUrpbiLLa.

IMobas npocbba nepeBecTn AeHEeXHble cpeacTsa Ans NoNyYeHUs BbiMrpbilla
AOIMKHA HACTOPOXMUTb Bac. [TOMHUTE, YTO BbIMIPbLIW B FIOTEPE BrieyeT 3a




cobon HanoroeBble obs3aTtenbcTBa, HO MOPSAOK  ynnaTbl  Hanoros
pernameHTUpoOBaH AENCTBYIOLNM 3aKOHOL4ATENbCTBOM U HE OCYLLLECTBNSAETCH
NOCPEACTBOM nepeBoa AEHEXHbIX CPEACTB Ha ANEKTPOHHbIE cYeTa rpaxaaH
N OpraHM3aumm Unm T.H. «3NEKTPOHHbIE KOLUENbKNY.

ByabTe 6auTENBHBLI U MOMHUTE O TOM, YTO OISt TOrO, YTOObI YTO -TO BbIMIPaTb,
HeobXoauMMO NpMHMMAaTL y4acTue B po3birpbille. Bce ynoMmMHaHusa o TOM, 4YTO
Ball HOMep SBMSETCA «CYACTMMBbLIM» W OKasarncsi B CMNUCKE Y4YaCTHUKOB
notepewu, SBMSTCSH, Kak NpaBuo, Nyllb YrIOBKOW ANsi NPUBMEYEeHUs BaLlLero
BHUMaHUS.

CUTYAIUS 2
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Bl petinim KynuTs B HHTEPHET-
MarasuHe HOBBbIH MOOHIILHBIN
tesnedoH, HOyTOyK wiH Qoroanmnapar
M0 CyNepHpUBIEKATEIbHON LEHE, HO
Mara3uH IPOCHT [EPEYHCITHTD
npeaornary?

il [ HUKOI'JIA ue nepeuncisiite

JeHbI'H HA YNIEKTPOHHbIE KOLIE/IbKH
OECaRs80 H cYeTa MOOMIBLHBIX Te/1e(POHOB.

Onnata  focTaska llomnume o  mom,  umo

UHMEPHEM-Ma2azut He  Modicem
npUHUMams Onaamy 3a NOKYHRKY 8
maxou opme. Ecau eac npocsam
oniamums Mosap ¢ UCHOTAb30BAHUEM
MEPMUHAN0E IKCNPECC-Onaamel Wil
nepeeecmu OeHbau HA INEKMPOHHbIU
KOWEAeK, 6EPOAMHOCHb MO20, YMO 6bl
CMOAKHYIUCH ¢ MOWEHHUKAMU Kpauie
BbICOKA.

Hepeokn crnyyam MOLLEHHMYECTB, CBA3aHHbLIX C AeATeNnbHOCTbl WHTepHerT-
MarasMHoB W CcalToB MO npogaxe asuabunetoB. Yem npusnekaroT
NOTEHUManbHbIX >XepTB MOLWeEHHUKU? [lpexae Bcero - HeobOCHOBaAHHO
HU3KUMU UeHamu. [1pn 3akase ToBapOB BacC MOMPOCAT BHECTWU npegonnary,
3a4acCTyl0 MyTeM BHECEHUA [OEHEeXHbIX CpPeAcCTB Ha HEeKUN BUPTyalbHbIN
Kowernek nocpeacTBOM TepMuHarna akcnpecc-onnartbl. [lanee marasvH B
TeyeHne HEeCKONbKUX AHen OyaeT npuaymbiBaTb OTrOBOPKM M obellaTb Bam
CKOpYK [O0CTaBKy ToBapa, a notom beccrnegHo ucyesHeT nubo npuwneT
HeKka4yeCTBEHHbIV TOBap.



Llenb nogobHbIX canToB — 0OMaHyTb MakcMmarbHOE KONMYecTBO fofden 3a
KOpOTKMI cpok. Co3aaTtb VIHTepHeT-calT cerogHs — Aerio HECKONbKUX MUHYT,
MO3TOMY BCKOpe Mocre npekpaweHns paboTbl canTt BO3pOaUTCS MO OpYyromy
agpecy, ¢ opyrum An3anHOM U rNod ApYrnM HasBaHUEM.

Ecnu Bbl XO0TUTE KynuTb TOBap MO npegonnarte MoMHUTE, YTO cepbesHble
MHTepHeT-marasmHbl He OyayT npocuTb Bac NepevYncnnTb AeHbMM Ha
BUPTyanbHbIN KOWEenek wunu cyeT MobunbHoro TenedoHa. [louwmnte
MHopmaumo o MarasmHe B ceTun WMHTepHeT, NocMOoTpuTe, Kak OOSIr0 OH
Haxo4UTCs Ha pbliHKe. Ecnu Bbl MeeTe erno ¢ cantomM KpynHOM Unu n3BeCTHOW
BaM KomnaHun, ybegutecb B NpaBUNbHOCTM HanNucaHus agpeca pecypca B
afpecHon cTpoke Ballero Opaysepa. [lpyn HeobxogumocTu noTpebynTte oOT
agMUHUCTPATOPOB  MarasnHa npeaocTtaBuTb BaM  MHOpMauUuld O
topUANYECKOM NULLE, NPOBEPbLTE €€, UCNOoNb3ysa 06LLen0CTYyNHble 6a3bl AaHHbIX
HaNOroBbIX OPraHOB M pPeecTp topuandecknx nuu. Yéeamtecb B TOM, YTO Bbl
3HaeTe agpec, No KOTOPOMY Bbl CMOXETe HanpaBUTb MPETEH3UI0 B Criyyae,
ecnu Bbl byaeTte HEAOBOSIbHbI MOKYMKOW.

CUTYALIHUA 3
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" YBaxaemblv knueHT. Bawa
kapta 3abnokuposaHna. [Ans
pa3bnokvpoBaHuns oTnpasbTe
__CMC Ha KOPOTKWiIA HOMEP "
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Be! nonyuniu cMmc-coobeHue o
TOM, 4TO Bama OaHKOBCKas KapTa
3a0JI0KHpoBaHa?

HUKOI'JIA ne ornpasasiiite
HHKAKHX JICHEKHBIX CpPeJICTB 1O
KOOpAMHATAM, YKa3aHHbIM B
co0o01IeHHH, He Nepe3BaHUBaliTe HA
HOMEp, ¢ KOTOPOro OHO NPHULIO, H
He OTHPABJIANHTE OTBETHBIX CMC.

Cambim npasuibHuiM peuieHuem
6 danHoU cumyayuu 6yoem no3eoHUms
8 bank, EbINYCMUBUIUTL u
obcaycuearowuil  eawty  Kkapmy.
Terepon banka vl Haideme Ha
obopome sawiel Kapmoi.

3aMeTHO y4yacTUnMCb Crydanm pPaccCbiikM  CMC-COOOLLEHMI, coaepKalynx

MHopMaLMIo 0 TOM, YTOo BaHKoBCKas KapTa aboHeHTa 3abnokupoBaHa B cuny
paga npuynH. NHoraa nofgobHble coobuieHns cogepkaTt npusbiB NepeBecTm
AeHbrn onga pasbroKMpoBKU KapTbl, MHOra4a aboHeHTa NPOCAT MO3BOHUTL UK
OTNpPaBuUTb CMC Ha KOPOTKUIN HOMeEP.



HeobxoguMo MNOMHUTL O TOM, YTO €OMHCTBEHHasi OopraHu3auusi, KoTopas
CMOXET MNPOMHMOPMUMPOBaTL BaC O COCTOSIHMM Bawlen KapTbl — 3TO BaHK,
obcnyxumBarowwmm ee. Ecnn y Bac ectb NO403PEHNS O TOM, YTO C Ballen KapTou
YTO —TO HE B NOpsAaKe, eCnn Bbl NOSTy4YNUNM CMC-yBELOMITEHNE O €€ BNOKUPOBKE,
HeMegneHHo obpatutecb B 6aHK. TenedoH KNMEeHTCKOW cnyxbbl GaHka
00bI4HO YKa3aH Ha 0bopoTe KapTbl. He 3BOHUTE N HE OTNPaBNANTE COOD LLEHUS
Ha HoOMepa, YyKa3aHHble B CMC-yBEAOMSIEHMM, 3@ 3TO MOXET B3UMaTbCs
JOMNONHUTENbHAasA nNnara.

CUTYALIUS 4

Ha MEKTPOHHOMN JIOCKe

AVITORD | =
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facebook |

OOBABICHHUI HIIH B COLIMANILHOH CeTH
Bbl HALUIM TOBAp, KOTOPBIH Tak J0IT0
MCKaJIH, ¥ CTOHT OH HAMHOI'0 JelleBlie
ueM B Jpyrux mecrax?

HUKOI'JIA He nepeunciasiiite
JAeHbI'H HA YIEKTPOHHbIE KOIIEIbLKH,
He YOeIHBIIHCH B 0J1arOHA/IeKHOCTH
KOHTPAareHTa.

Brumamenvno nocmompume ez2o
peumune Ha  O00CKe  00bsAGIeHUl,
noyumatime OM3b16bl opyeux
nokynameneu, nouwume uH@opmayuio
o nem 6 cemu Unmepnem. [looymaume
HAO mem, noyemy moeap npooaemcs
mak  Oewieeo,  y3Haume  Kaxue
2apanmuu - Modcem  npeoocmasumby
npooasey.

OauH 13 nonynsipHbIX CNOCOB0B MOLUEHHMYECTB, OCHOBAHHbLIX Ha OOBEpPUU
CBSI3aH C pasmellleHMeM obbsBMNEeHUIA O NpoAaXke TOBAPOB Ha 3MEKTPOHHbIX
Aockax OObSABMEHMM W MHTepHeT-aykumoHax. Kak npaBuno, MOLUEHHMKM
NPUBMEKAOT CBOMX KEPTB  3aHMXKEHHbIMW LEHaMuM U BbIrOOHbIMU
NpeanoXeHnsMn 1 TpebyloT nepevncrieHvst npegonnatbl NyTem nepesoda
[AEHEXHbIX CPEACTB Ha 3MEKTPOHHbIN KOLLIENeK.

Bnaropasymmne nomoxeT M 34ecb. BHuMaTenbHO wu3yunte 0OBSABMEHME,
NnocMoTpuTE WMHGOPMAaUMO O nuue, pas3MmecTmBwlem ero. Ecnm Toprosas
nrowagka uMeeT CUCTEMY PEWTUMHIOB MNpo4aBLOB, MW3y4uTe OT3bIBbI,
OCTaBfieHHble OpYyrMMK MoKynatenamu, He 3abblBas, O0gHaKo, O TOM, YTO
NPECTYNHUKM MOTYT OCTaBfIATb MOSIOXKUTENbHbIE OT3bIBbl O cebe, NCnonb3ysd
OOMONHUTENbHbIE Yy4yeTHble 3anucu. Bocnonb3yntecb VHTEpHET-NouCKoM.



MHorga poctaTtoyHo BBeCTM B pOpMYy noucka TerneqOHHbIM HOMep WIn
ceTeBOW NCEBAOHMM NpodasLa And Toro, 4Todbl 0GHAPYXUTb, YTO 3TU AaHHbIE
XK€ WCMNOSb30BaNNCb B LENsaX XWLLEHUS OEHEeXHbIX cpencTB M obmaHa
nokynaTteneun.

MocMoTpUTE CpeaHio CTOMMOCTb aHanorMyHbIX ToBapoB. Yepecuyp Hu3Kas
CTOMMOCTb [OMXHa BbI3BaTb Yy Bac nopo3peHve. Ecnu npopasel TpebyeT
nepeyvncnnTb eMy MOMHYK UMM YacTUYHY npedonnaTty 3a npuobpeTtaemblii
TOBap Ha SNEKTPOHHbIA CYeT, noaymanTe, HacKomNbKO Bbl rOTOBbl JOBEPSTH
He3HakoMoMy 4Yenoseky. [MOMHMTE, 4YTO nepeynucnas AeHbrM He3HaKOMbIM
nvuamM NocpeacTBOM aHOHUMHbIX NNAaTEXHbIX CUCTEM, Bbl HE UMeeTe rapaHTui
NX BO3BpaTa B crnydae, ecrnv caernka He COCTOUTCS.

CHTYAIIMA 5

Brl XOTHTE IPHOOpPECTH ABHA0OHIETE]
gepes UHTEpHEET?

HUKOI' JA He O0Ib3VHTECH

ycayramg HeNPOBepeHHBIX H
HEeH3BeCTHBIX CaHTOBR N0 MOpojake
OneToB.

Saxasxcume Ouiemwl uepe3z caum
AsUAKOMNARUU unu azemmemea,

NOIOJCUMETLHO 3APEKOMEHO08A8UIe20 CeOR
Ha puieke. He nepesodume Oewveu 3a
ounemsl HQ 31eKMPOHHLIC KOULEALKU UIU
3apybescrvie ciema. Ilpu 03HUKHOSEHUU
nooo3perul obpamumecsy g
NPeoCcmagumenILemeo agUaKOMNaKUL.

Mokynatb aBnabuneTtbl Yepe3 NHTepHeT yaobHo. Bam He HYXHO HUKyda exaTb
N CTOoATb B ouvepensx. Bbl BblbupaeTte penc, gaTty, onnadvBaeTe 6Gunet u
nonyyaeTe ero CrnycTs Heckosnbko cekyHn. CerogHsi MHOrMe nioau BolbupatoTt
MMEHHO Takou crnocob npnobpeTeHnsa BMNEToB Ha caMorneT.

EcTecTBEHHO, MOLLEHHMKM HE MOTYT OCTaBUTb AaHHY0 cdepy 6e3 BHMMaHus.
3a nocrnegHun rog CyLwecTBEHHO YBEMUYNITOCh KONMYecTBO Xanob Ha obmaH
NpWY MOKYNKe 3neKkTpPoHHbIXx 6unetoB. Co3gaTtb WMHTepHeT-cauT no npogaxe
aBnMabunneToB — Aeri0 HeCKOMbKNX YacoB, HAa CMeHYy ero HasBaHud, agpeca U
BHelHero odopmneHus TpebyeTcs ele MeHblle BpemeHu. Kak npasuno,
obMaH packpblBaeTCsa He cpady, HEKOTOpblE Y3HAT O TOM, YTO UX BUNETOB He
CyLleCcTBYeT, NUWb B asponopTy. IATO JaeT MOLIEHHVKaM BO3MOXHOCTb
nepeHectn cBon WHTepHeT-pecypC Ha HOBOE MEeCTO W MpoLoShKaTb CBOWO
NPECTYNHYI OEATENbHOCTb NO4 APYrMM Ha3BaHUEM.

UTtobbl He ncnopTuTb cebe oTAbIX UK LENOBYI0 NOE34KY CTOUT BHUMATESNbHO
OTHECTUCb K MOKYMKe aBnabuneToB vepe3d ceTb VHTepHeT. Bocnonb3ymTtech



ycnyramm HTepHeT-canTta aBuakOMMNaHUM WM areHTCTBa MO Mpoaae
GuneTtoB, OaBHO 3apekomMeHgoBaBlUero cebst Ha pblHke. C OCTOPOXKHOCTbIO
OTHECUTECb K [OeATeNIbHOCTM HEWU3BECTHbIX BaM CaWTOB, OCOOGEHHO TeX,
KOTOpbl€ MPMBIIEKAKT Balle BHUMaHuWE crneuuanbHbIMU NPearioXeHusmMu u
HU3KMMK LeHamu. He nepeBoauTe OEHbIM Ha 3NEKTPOHHbLIE KOLWIENbKU Mnun
cyeta B  3apybexHblx 6GaHkax. He noneHuTecb  NO3BOHUTL B
NpeAcTaBUTENLCTBO aBMakoMnaHumn, Ytobbl yoeanTbca B TOM, YTO Ball peWnc
CYLLLECTBYET 1 OMNeTbl Ha HEro ele eCTb. TN NPOCTbIE NpaBuna NO3BONAT Bam
C3KOHOMUTb AeHbIV 1 cbepeydb HEPBbI.

CHUTYAIIHA 7

OOmaeTecyr B HHIEpHETE H HMeEeTe

HUKOI'JA =He pa3memaiite B
OTKPBITOM JOCTyHeé H He mepejaBaiite
uHEGopManHI  JIHYHOTO  XapakTepa,
KOTOpasi MOKeT ObITh HCHOO.Ib30BaHA BO
BpeJ.

Obwerue & cemu € 3HAHUMETLHOU
Mepe obeznuqeHo, u 3a gomozpagueil
NPOPUIR MOJHCEM CKPBLIEAMLCA KMO Y200HO.
IToumuume o0 moM, wmo gudeo u

bt AT A e A A it £ A

cemegoli  nepenucxku, Mozym  Ouvimb
COXPAHEHY 310V MBIULTEHRUKAMU u
gnociedcmsuu UCHOIBb308AHY g8
NPOMUBONDABHBIX YEIAX.

Ecnu Bbl nonyynnun CMC nnu MMC coobuieHmne co CCbINKOM Ha cKkaymMBaHue
OTKPbITKM, MY3bIKW, KAPTUHKN WUNU Kakon -HMOyab nporpammbl, He cnewmTe
OTKpbIBaTb €€. [Nepenga no ccbinke Bbl MOXETe, CaMn TOro He noao3peBas,
NONy4YnTb Ha TeNedOoH BUPYC UM opopMUTb NOANUCKY HA NNaTHbIE YCAYTH.

MocmoTpuTe, € Kakoro Homepa ObIfo oTnpaBneHo BaM coobueHune. [axe ecnu
coobLieHne npucran KTo -TO M3 3HaKoMbIX Bam ntogen, dyaet He NUWHUM
AO0NONHNTENbHO Y6eanTbCs B 3TOM, Beflb COObLLEeHMe MOrSo BbITb OTApaBSieHO
C 3apaxeHHoro TenedoHa 6e3 ero Begoma. Ecnn oTnpasnTenb BaM He 3HAKOM,
He OTKpblBaUTE ero.

MoMHWTE, 4YTO yCTaHOBKa aHTUBMPYCHOrO nNporpammMHoro obecneveHus Ha
MOOUMNbHOE YCTPONCTBO - 3TO HEe NPUXOTb, @ Mepa Mo3BonsLwWas NnoBbICUTL
BaLly 6e30nacHOCTb.



HE OTHPbIBAWTE ABEPb HE3HAKOMBIM
NOAAM, AaXKe eC/IM OHU NPEeACTABNAOTCS
paboTHMKaMK CoUManbHbIX, ra30BbIX,
INEKTPOCHaBXaoLLMX CTYXO,

NOAMLIMM, NONUKIMHUKM, XKKX 1 T.4,
MNepe3BoHuTE U YyTOUHUTE,

Hanpaensim am K Bam atoro cneumanmcral

HE NOBEPAIMTE,

ecnm Bam 3BOHSAT 1 coobLwaroT, 4to

Balw poacTBEHHUK WM 3HAKOMbIHA

nonan B aBapuIo, 3a peLueTky, B 60nbHULY
wnu cosepumn AT, 1 Tenepb

32 Hero Hy>XHO BHeCTW 3anor, Wwrpad,
B3ATKY, KynuTb AIOpOrMe nekapcrea -

B 06wwem otkynuTbes. JT0 OBMAR!

bV/ib
bAWTEIbHbI!

JBOHUTE B NONULMIO
02/102

becnnarxaa
“ropauan nuuna MBA Poccun”

8-800-222-14-41
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HesHakoMeLl, coo6LaeT 0 BbiUrpbiLLe,
6nokMpoBKe 6aHKOBCKOM KapTl,

0 nepecyeTe KBapTrnaTbl, CPO4HOM 0BMeHe
[eHer Ha AoOMY WK npeanaraet
npuobpecTy ToBapbl U TabNeTku

MO HU3KUM “NbrOTHLIM” LeHaM?

HE BEPBTE - 3T0 MOLUEHHHUECTBO!



MHoruve nogn cerogHs NOJIb3YKOTCA pa3yiMdHbIMK nNporpaMmmMamMn ans obmeHa
COOOLLIEHMSAMM N UMEIOT adKKayHTbI B COLMalribHbIX CETAX. [ns MHOrmnx obLieHne
B Ce€Tu CTasno HAaCTOJIbKO NMPUBbIYHbLIM, YTO MPAaKTU4YE€CKU NMOJTHOCTbLIO 3aMEeHUI10
HenocpeacTtBeHHOe XXnBoe obLeHne.

lMpecTynHMKaM B HalW AHW HE HY)XHO NPOBOAUTb CIOXHblE TEXHU4YECKMEe
MeponpusaTUs AN MoNydYeHus OoCcTyna K MnepcoHarnbHbIM AaHHbIM, foaun
OXOTHO Aenatca uMm camu. Pasmellas getanbHble cBegeHuss o cebe B
coumanbHbIX CeTaAX, Nonb3oBaTenn AOBEPSOT UX ThicA4YaM Nioaen, Janeko He
BCE 13 KOTOPbIX 3acny>X1BatoT AOBEPUSI.

Ob6LweHre B ceTn B 3HauuTenbHOW mepe obeanunyeHo, n 3a doTorpadunen
Npounsa MOXET CKpbIBaTbCS KTO yrogHo. [Mo3ToMy He cregyeT packpbiBaTb
Mano3HakoOMOMY YerioBEKY Takme nogpobHOCTU BaLlen KNU3HU, KOTOPbIE MOTyT
6bITb MCNONBb30BaHbI BO Bpe. [ToMHUTE O TOM, YTO BUAEO U ayanOTpaHCNALUN,
paBHO Kak M JOrM Ballen CEeTeBOW MNepernuckn, MoryT ObiTb COXpPaHEHbI
3MOyMbILLNIEHHMKAMM WU BNOCNEACTBUN WCMOMb30BaHbl B MNPOTUBOMPAaBHbLIX
Lensx.

He 3abbiBanTe, YTO HUKTO fydlle Bac caMmX HE CMOXeT no3aboTuTbcs O
COXPaHHOCTU TOW NINYHOW MHAOPMaLMK, KOTOPOW Bbl HE XOTUTE OENUTBLCS C
06LLEeCTBEHHOCTbIO.

NMAMATKA

CoBeTbl No onpegeneHnto NHTepHeT-pecypcoB, HECYLLNX NOTEHLUMAIbHYIO
yrpo3y domHaHcoBOMY Brnaronony4uto Nnosib3oBareneun
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KAK HE CTATb XEPTBOH

Napavaepo- \e;ueccxou Pecaylinnee

Bam no3soxunuinpucnanu SMS ¢ Heu3secTHoro HoMepa ¢ npocb60i 0 NOMOLLH
B61M3KOMY YenoBeky

B

‘He Bnapaiite B naHuky, He TOpONKUTECH NPEANPUHMMATL AEHCTBHA MO
MHCTPYKUMAM HEH3BECTHBIX NI0AEH

-JapaliTe 3BOHALLEMY BONPOCHI IMYHOrO Xapakrepa, NOMOraloliue OTNHYHTL
06113Koro Bam yenoseka oT MOLIEHHUKA

{loa N10GObIM NPEANOTOM NOCTAPaHTECh NPEPBAT KOHTAKT C COOECEAHUKOM,
NEPe3BOHUTE POAHBIM M Y3HAWHTE, BCE 1M | HUX B NOPAAKE

He ToponuTech cneaoBatb UHCTPYKLMAM M 0TBEYATH HA 3anpoc

‘He coobuwaiite nepcoHanbHbie AaHHbIe HEMIBECTHIM NIHLLAM, AAXE ECAH OHK
NPeACTaBAAKTCA COTPYAHHKAMM Banka

TIposepbTe HHOOPMALLHIO, NO3BOHKB B KOHTAKTHbIM LLEHTP BaHka
‘HeaameanutensHo oBpaTuTech B NPaBoOXPaHHTENbHbIE OpraHbl

‘He oTKpbIBaNTE BAOKEHHbIE ®AHNLI, HE NEPEXOAMTE NO CCINKAM, YAANHTE
N0A03PUTENBHOE CO0BLLEHKE

'"CﬂOﬂbWﬁTe aHTUBUPYCHOE NporpaMMHoe ofecneyenue AnA Tene®oHoB
TONIbKO OT OMMLLHANbHbIX NOCTABILHKOB

Jawmrute ceoi Tenedon, noaxniouute BECNIIATHYIO yenyry «Cron-koHTeHT»

‘Bbl 3an0,03punKM HHTEPHET-NPoAaBLLA B HEA06POCOBECTHOCTH

‘Heo6x0AHMO 0CTaBATLCA GAMTENbHBIM, HE NPHHUMATL NOCNELWHbIX PELeHMH U
NpH NEPBLIX Xe NOA03PEHUAX OTKA3ATBCA OT NOKYNKM

‘Bcrpeyarses ¢ npoAasLOM B 06LLECTBEHHOM MECTe, Tak Kak 310 Haubonee
Ge3onacHbli ¥ rapaHTMPOBaHHbIK cnocol nokynku. Cneayer nepepasarb
AEHbIH NPOAABLLY NHYHO B PYKK CPasy Nocne nonyYeHus Topapa

‘Hukoraa He NepeBoAMTL HE3HAKOMbIM IMLAM AeHbIH B KaYecTse npeAonnaTbl




Uudopmauua HUB UHTepnona MB[l Poccuu
O CaMblIX pacnpocTpaHeHHbIX BuAaax MOLEeHHNYEeCKNX AeNCTBUN C
MCNONIb30BaHUEM KOMMbIOTEPHbIX TEXHOMNOIUN.

YBaxaeMmble rpaxgaHe! Ecnu Bbl OTHOCUTECHL K aKTUBHbLIM MOSIb30BaTENSAM
MHTepHeTa, TO pekoMeHayeM Bam obsi3aTtenbHO npoynTatb 3TOT Matepuan!

MOLLEHHMYECTBO - 3TO XMLLEHUE YYXKOro MMYLLIECTBA UMW NpMobpeTeHne NpaBa
Ha 4y)Xoe WUMyLlecTBO MyTémM obmaHa unu 3noynoTpebneHust OoBepuem.
Mogo6Has npecTynHas AesTenbHOCTb npecnenyeTcs 3aKOHOM He3aBUCUMO OT
MeCTa COBEpLLEHUS - B pearibHOM Unn BUPTYyanbHOW cpese.

MoLLEHHNKM NOCTOAHHO U3bICKMBAKOT BCE HOBbLIE U HOBbIE BapnaHTbl XULLEHUA
Hy>XOro nmyulecrtBa. KpaTKO OCTaHOBMMCA Ha CaMbIX paCﬂpOCTpaHéHHbIX.

«Epaqule MOLUeHHun4yecTBa»
TUNUYHBIN MEXAHU3M: C UCMNONb30BaHNEM CETHU MHTepHeT

NPEeUMYLLECTBEHHO Ha calTax 3HAKOMCTB MPECTYMHUKN BbiOMPaKT XepTay,
HanaXXvBalT C HUM OMNEKTPOHHYI0 MEepPEnucky OT MMeHU OeByllek, obelias
npuexaTb C LEnbl co3daHus B OyayulemM cemMbu. 3aTem non pasnuyHbIMU
npeanoramMu «HEBeCTbl» BbIMaHMBAKOT [AeHbrM (Ha nedeHue, MOKYMKY
MobunbHoro TenedoHa, npuobpeTeHne 6uneToB, onnatbl BM3bl U T.4.).
Mepenucka BegeTcs rnaBHbIM 06pa3oM CTyaeHTaMu NUHIBUCTUYeckux BY 3oB.
HanpaBneHHble xepTBamy OeHbrM MPeCTYNHUKU MonyyatoT Ha MOACTaBHbIX
nuy. lMocne nonyyeHust cpeacTs nepenuncka rnog pasnuyHbIMK npeanoramm
npekpallaeTcs.

«Mpno6peTeHne ToBapoB 1 ycnyr nocpeacTeom cetn MHTepHeT»

Mbl HacCTONbKO MPUBLIKAX MNOKYyNaTb B WHTEPHET-mMarasuHax, 4TO 4acTo
CTAaHOBUMCSI HEBHMMATENbHbLIMWU, YEeM W MNOMb3YHTCA MOLUEHHUKN. OBbIYHO
CXema MOLUeHHUYeCTBaA BbIMSAUT TaK: CO30aEeTcs CanT-OQHOCTPAHUYHUK, Ha
KOTOPOM BblKMnagblBalOTCA TOBapbl OAHOIMO BU3yanbHOro npusHaka. LleHa Ha
ToBapbl O0ObIMHO BecbMa MpuBReKkaTenbHasl, HWXKe cpeaHepPbIHOYHOMN.
OTCyTCTBYIOT OT3bIBbl, MUHUMANEH NHTEPdIENC, YKa3aHbl CKyAHbl€ KOHTAKTHbIE
AaHHble. Yaule Bcero Takume uHTepHeT-marasvHbl paboTator no 100%
npegonnate. [lepenncka © npuobpeTeHMn TOoBapoB BedeTcsas C
MCMNOSIb30BAHMEM 3JIEKTPOHHbBIX MOYTOBbLIX SAWMKOB. 10 OOrOBOPEHHOCTU C
NnpoAaBLOM AeHbIV NePeYnCcnaTCd, Kak npaBuno, 3a rpaHuly Yepes "Western
Union" Ha nmMmeHa pasnuyHbix nogen. KoHe4yHo Xe, nceBao-npogasewl, nocrie
nony4vyeHunsa geHer ncyesaet!

«Kpuk o nomowmn»

OavH 13 caMblX OTBpaTUTENbHbLIX CMOCOO0B XULLIEHUS AEHEXHbIX cpeacTs. B
WHTEPHETE NOsIBMSIeTCA Aylliepasauparolias uctopus o 6opbbe ManeHbKoro
yenoBeka 3a XM3Hb. Bpems naét Ha 4yacbl. CpoyHO Heobxoaummbl goporue



nekapcTBa, onepauusi 3a rpaHuuen u T.4. lNpocsaT okasaTb NMOMOLLb BCEeX
HepaBHOOYLUHbIX U NEPEBECTU AEHbIN HA YKa3aHHbIE PEKBU3UTDI.

Mbl He npu3bIBaeM OTKa3biBaTb B NOMOLLKM BceM KTO npocut! Ho! lMNpexae yem
NnepeBoaUTb CBOM AEHbIN, NPOBEPLTE - UMEKTCS NN KOHTAKTHble JaHHble Ans
CBS3U C poanTenamu (PoOACTBEHHMKAMU, OnekyHammn) pebéHka. No3BoHUTE UM,
HanguTe ux B couceTsx, noobLlanTtecb n ybegutecb B YECTHOCTU HAMEPEHUA.

«DPULLMHIM

Asnsietca Havbornee onacHbIM M caMbiM pPacnpoOCTPaHEHHbIM Cnocobom
MOLLEeHHMYeCcTBa B MHTepHeTe. CyTb 3aKnoyaeTcs B BbIMaHMBAHUN Y XXEePTBbI
naponen, nuH-koaoB, HomepoB M CVV-kogoB. Cxem, KOTOpble nomoraroT
MOLLIEHHMKAM MOJTY4UTb HY>KHblE€ CBEAEHUS, O4EHb MHOIO.

Tak, ¢ NOMOLLbK CrnaM-paccCbifiOK MOTEHUMarbHbIM XepTBaM OTMNPaBlisAOTCA
NoANOXHbIE NMUCbMa, AKOObI, OT MMEHU NeranbHbIX OpraHn3aunn, B KOTOPbIX
AaHbl YKaszaHua 3alTu Ha "canT-ABOWHMK" TaKoro ydpexaeHus U noaTBepanTb
naponu, NWH-KoAbl U APYryw MHMOPMaUUIo, UCNOoMb3yeMylo BNOCNEeACTBUN
3M0yMbILLNIEHHUKAMN NS KpaXn [OeHer co c4veTa xepTsBbl. [JocTaToyHO
pacnpocTpaHeHHbIM SBRASETCA npegnoxeHne o paboTe 3a rpaHuLen,
yBEOOMSIEHNE O BbIUIPLILLE B FIOTEPEMN, @ TaKkKe coobLeHMa O nonyyeHuu
HacnencrTsa.

«Hurepumnckue nucbma»

OAOuH 13 caMblx pacnpoCcTpPaHEHHbIX BUAOB MOLIEHHUYeCTBa. TUnnYHas cxema:
)XepTBa Nnony4aeT Ha CBOK MOYTY MMCbMO O TOM, YTO SIBMSIETCS CYACTIMBbLIM
obnagatenem MHOrOMWUMIIMOHHOIO HacneacTea. 3aTemM MOLUEHHUKM MPOCAT Y
nonyyaTtens nNMcbMa MOMOLLM B MHOTOMUIIIMOHHBIX AEHEXHbIX onepaumsx
(nonyyeHve HacneacTea, Nnepeson AeHEr U3 O4HOM CTpaHbl B Apyryto), obellas
NpoueHT oT caenku. Ecnu nonyyaTtenb cornacuTcs y4acTBoBaTb, TO Y HEro
MOCTEMEHHO BbIMaHMBAOTCA [OeHbrM sKOObl Ha onnaTy cbGopoB, B3SITOK
YMHOBHMKAM W T.M.

«Bbpokepckue KOHTOPbI»

C Havana Ttekywero roga B HUB WHTepnona MB[ Poccuu Habniogaetcs
3HauYUTENbHbIN POCT KONMM4YecTBa oOOpalleHun rpaxgaH, nocTpagaBlUMX OT
AEenCcTBMN BPOKEPCKNX KOHTOP.

B pacnopsxxeHun  Bropo unmeeTca  uHopMauma O crneaylowmx
HenobpocoBeCTHbIX Opokepckux kKomnaHuax: «MXTrade», «MMC1S» n
«TeleTrade».

[na Toro, 4ToBbl HE NOTEPSITb CBOU AEHBLIM NPU BbIDOPE BPOKEPCKON KOMNaHMn
HeobxogmMmo obpawate BHUMaHME Ha Ccregylwne MnpusHaku, KoTopble
XapakTepusylT KOMMaHUI-MOLIEeHHMKa: obellaHne BbICOKMX MPOLIEHTOB,
OTCyTCTBME peructpauun, obewaHne cTtabunbHoM MpubLITN HOBUYKaM-
Tpengepam.



Mepen Tem, Kak [0OBEpPUTb CBOKM KanuTan, BHMMATENbHO U3Y4nTe He TONbKO
MHTEPHET-Pecypchbl, HO M oduLManbHy MHbopmaumio o Gpokepe U ero
pernameHT.

BaxHo! [lomMHMUTE, 4YTO WHBECTUpOBaHWE, npegnaraeMoe Ha YCNoBUAX
BGpokepckon KOMMNaHuW, Bcerga SABMsSieTCA BbICOKO PUCKOBAHHbLIM OaXe Mpwu
Hanuymum 6esynpedHon penyTaunm 6poKepPCKON KOMMNaHUN.
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00 OCHOBHbIX cnocobax ANCTaHLUMOHHOIO MOLLEHHMYECTBA

HeCMOTpFI Ha TMNpuUHMMMaemble T[paBOOXpaHUTESTbHbIMA OpraHamMmn Mepbl,
AONCTaHUNOHHbIE XNweHn4 C ncnoJyib3oBaHnem VIH(bOpMaLI,MOHHO-
TEeJTIEKOMMYHUKAUMNOHHbIX TEXHOSTOMMN cTpeMnTernibHoO Ha6mpamT cuny.

MOLUEHHUKM  yMeno  UCNOSb3yKT BCK  OOCTYMHYH  WHGOpMauuio U
COBpPEMEHHbIE TEXHONorMu, pasdbupaloTcs B MCUXONOrMn ngen, BblHYXOas
XepTBY packpblBaTb BCKO MHGOpMaLmio 0 cebe nmbo coBepLuaTb Te UMK UHbIE
AEenCTBUA, UCNOMb3YIOT YenoBeyeckne craboctn (CTskaTenbCTBO, aflYHOCTD),
yyBcTBa (cocTpagaHue, O06eCnOKOEHHOCTb 3a OnM3KuX, XasnocTb) B CBOMX
KOPBICTHbIX UHTEpEecax.

OCHOBHbIE N3BECTHbIE CXEMbI Teﬂe(bOHHOFO MOLLUEeHHN4YeCTBa.

1. Cnyyau ¢ poACTBEHHUKOM.

MoLleHHUK NpeacTaBnsaeTcs poaCTBEHHUKOM (3HAKOMbIM) M B3BOSTHOBAHHbLIM
roslocomM no TenedoHy coobuiaeT, YTo 3agepXXaH COTPYAHUKaMKU nonmuum 3a
coBepLueHue npectynneHus (cosepwun OTI1, XxpaHun opyxxuve nnim HapKoTUKu,
HaHEC TSXKKMe TenecHble nospexaeHus). [lanee B pa3roBop BCTynaeT AKOObI
COTPYAHUK nonmuun. OH yBEpeHHbIM TOHOM COOOLLaeT, YTO yXe He pa3
«nomoran» nasm Takum obpasoM. Ho ecnu paHblue OeHbrn npuBo3unu
HenocpeaCcTBEHHO eMy, TO cendac [feHbrM Heobxoaumo npuBe3TM B
onpegeneHHoe MecTo, nepedaTb Kakomy-nnbo Yenoseky, NMHO nepesecTn Ha
cyeT (aboHeHTCKMn HoMep TenedgoHa).



2. Po3bIrpbilW NprU3oB (3TO MOryT O6bITb TenedgoH, HOyTOYyK, aBTOMOOUNb
n ap.).

Ha TenedoH aboHeHTa COTOBOM CBA3U NPUXOANT CMC-CO0bLIEHNE, N3 KOTOPOro
cnegyert, YTO B pe3ynbTaTe NpOBEAEHHOW NOTEPEN OH BbiUrpan aBToOMOGUIb.
[na yTouyHeHUss Bcex [feTanen noTeHumanbHOW XepTBe npeanaraeTcs
NOCETUTb OnNpedesieHHbI CanT U 03HAKOMUTLCS C YCNOBUSIMU akuuun, nudo
NO3BOHUTbL MO OAHOMY M3 YyKa3aHHbIX TenedoHHbIX HOMepoB. Bo Bpems
pasroBopa no TenedoHy MOLIEHHNKN COOOLLal0T O TOM, YTO A5 BbINOSTHEHNS
HeobXxoauMMbIX  dopmManbHOCTEM  (ynnaTbl  rOCAOWISMHbLI,  OPOPMIIEHNSA
HeobXo4MMbIX OOKYMEHTOB, OMnaTbl 3a KOMUCCUIO NepeBoda) CYacTIMBOMY
obnagaTtentd HOBEHBLKONO aBTOMOOMNA HeO6XOOMMO NEPEYUCTIUTL Ha CcYeT
YKa3aHHYy0 MU CyMMY, a 3aTeM HabpaTb onpeaeneHHy KomouHauumo umdp
N CUMBOJSIOB, SIKOObI 4NA NPOBEPKN NOCTYNIIEHNA OEHEr Ha CYET U MOoMyyYeHns
«koga peructpauumy». Kak TOMbKO XepTBa 3aBepluaeT YyKasaHHble
MaHUNynsauumn, c4eT oBHYNseTCs, a MOLWEHHMKM UCYe3alT B HEU3BECTHOM
HanpaBriEHUN.

Ecnu Bbl y3Hanu o NpoBedeHUN NoTepen TOMbKO Toraa, Koraa «BbiMrpanm»
aBTOMOOWMb, eCny Bbl HE 3aMONHANK 3asdBKY Ha ydacTue B Hell Nbo Kakum-
nmbo apyrum cnocobom He MoATBepkaanu CBoe ydacTue B po3birpbille, To,
BEpPOSITHEE BCEro, Bac MNbiTaloTcsl 06MaHyTb. ByabTe 0CTOPOXHbI!

3. SMS-npocbba.

ABOHEHT nony4yaeTt Ha MobUrbHbIV TeNedoH coobLleHne: «Y MeHst npobnemsl,
MO3BOHWN NO TAaKOMY-TO HOMEPY, €CriM HOMEpP He OOCTYMNEH, MOSIoXN Ha Hero
ONpeAdeneHHylo CyMMy U Mepe3BoHW». YenoBek MOMOSMHAET CYET MU
nepes3BaHnBaEeT, TenedoH No-NPeXHEMY He AOCTYMNEH, a AeHbMN BEPHYTb yXKe
HEBO3MOXHO.

4. TenehOoHHbIN 3aKa3 OT pyKoBoAuUTerieM MNpaBOOXpPaHUTESNIbHbIX U
rocynapcTBeHHbIX OpraHoB BfacTM.

Ha TenedoH aboHeHTa (NpednpuHuUMaTens, pykoBoauTens obbekTa
0oOLLECTBEHHOIO MUTAHUS, TOProBOro LeHTpa nmbo ux coTpygHukam wu ap.)
MNOCTynaeT 3BOHOK OT NpaBOHapyLUUTENS, KOTOPbIA NpeacTaBnsaeTcss OAHUM U3
pyKoBOAUTENEN NPaBOOXPaHUTESbHBLIX OPraHoB (MPOKypaTypbl ropoga u ap.) n
NPOCUT MOMOSIHUTL CYeT ero TenedoHa, AOMOSHUTENBHO K 3TOMY MPOCUT,
Hanpumep, 3abpoHnpoBaTh CTOSMK B pecTopaHe 1 coobLaeT, YTo nNo npuesny
Ha 0O6beKT paccumTaeTtcs. He goxmaasch npuesaa skobbl AOMKHOCTHOrO Nuua,
PYKOBOACTBYACb MNPUHLMMOM YBaXXEeHUS U O0BEPUS K PYKOBOAUTENHO
Ha3BaHHOM [OOMMKHOCTU B MPaBOOXPAHUTENbHbLIX OpraHax, noTepneBLuni
nepeBoanT yepes TepmmHan 6aHka, NMbo 4epes MHble PUHAHCOBbLIE YCIyrK
AEeHexXHble cpeacTBa B yKadaHHOW cyMMe.



5. MnaTHbIX KOA.

[MocTynaeT 3BOHOK, SIKOObI OT COTpPyAHWMKA CRyXObl TEXHUYECKON NOLAEPXKKU
onepatopa MOOUMBHOW CBA3WM, C NPensioKeHNEM MOAKIYUTL  HOBYIO
9KCKIO3MBHYIO YCIyry Unm gnsa nepeperncrpaumm Bo nsbexaHme oTknoYeHnd
CBS3M M3-3@ TEXHUYECKOro cbos, unn anga ynydvlweHnsa kadectsa cBsA3n. [Ons
aToro aboHeHTy NpegnaraeTca HabpaTb NoA4 AUKTOBKY KO, KOTOPbIV SIBSETCS
KoMOuMHaumMen [Ona  OCYLLEeCTBIEHMSI MOOWMBbHOrO nepeBoda [LOEHEXHbIX
cpencTB co cyeTa aboHEHTa Ha CYET 3N0YMbILLUNIEHHUKOB.

6. lUTpadHble caHKUuMKM onepaTopa.

3MNoyMbILLNEHHNK NPEeACTaBNsSeTCA COTPYAHUKOM  CRyXObl  TEXHUYECKON
NOAAEPXKKN onepaTtopa MoOUbHON CBA3N M COObLLAET, YTO abOHEHT CMEeHW
TapudHbIA NaH, He ONOBECTUB onepaTtopa (Takke MOryT ObiTb BapuaHTbl: He
BHEC CBOEBPEMEHHYIO OMfaTy, BOCMOSb30BanCs ycrnyramm poymuHra 0Oe3
npeaynpexneHns) u, COOTBETCTBEHHO, eMy HEODXOAMMO onnaTuTb WTpad B
onpeaeneHHoOM pasmepe, KynmB KapTbl 9KCNPEeCCc-onnaThbl U COOBLUMB UX KOAbI.

7. OWMOOUHBLIN NepeBoa CPeacTB.

AGoHeHTY nocTtynaeT SMS-coo6lLieHne 0 NOCTYNMNeHUN CPEACTB Ha €ro cYeT,
nepeBeeHHbIX C NoMoLLbo yenyrn «MoBunbHbii nepesoay». Cpasy nocre
3TOro NocTynaeT 3BOHOK 1 MY>KYMHA (MK KEHLLMHA) coobLaeT, YTo OLLMGOYHO
NnepeBen AeHbIM Ha ero cYeT, NP 3TOM MPOCUT BEPHYTb MX 0BpaTHO TEM Xe
«MoGunbHBIM NepeBooM». B OeACTBUTENBHOCTU [AEeHbIM He MocTynawT Ha
TenedoH, a YenoBeK MepeBoAMT CBOM COOCTBEHHble cpeacTea. Ecnu
MO3BOHUTb MO yKa3aHHOMY HOMepPY, OH MOXET ObITb BHE 30HbI AocTyrna. Kpome
TOro, CyLLECTBYIOT Takue Homepa, Npu OCYLLECTBIEHNM BbI30Ba Ha KOTOPbLIE C
TenedoHa CHUMalOTCS BCe CpeacTRa.

8. lMpepnoxeHune nonyuntb poctyn K CMC-nepenucke uU 3BOHKam
aboHeHTAa.

YunTbiBasi CKITOHHOCTb HEKOTOPbIX rpagaH «MOLUMUOHUTBY 3a GAn3KumMm U
3HaKOMbIMW,  3MOYMbILUSIEHHUKAMW  UCMONb3yeTCcA  cregywowasi  cxema
MOLLUEHHMYeCcTBa B ceTu VIHTepHeT: nosib3oBaTento npegnaraeTcsd U3yvmTb
cogepXaHne CMC-COOOLLUEHUM U CMUCOK BXOAALUMX U UCXOOSALUX 3BOHKOB
NHTepecylowero aboHeHTa. [na atoro HeobxoauMMO OTMpaBuUTb coobLleHne
ctoumocTbio oT 10 go 30 pybren Ha ykasaHHbIN KOPOTKMN HOMEP 1 BNucaTb B
npegnaraemyto popmy Homep TenedoHa aboHeHTa.

Mocne Toro, kak nonb3oBaTenb OTNpPaBnsieT CMC, C ero c4yeTa CrnucbiBaeTcs
cymMma ropasgo 6onbwe TOW, 4YTO Oblna ykasaHa MOLUEHHMKaMK, a
NHTEpecyoLaa NHopMaLuna BNOCNEACTBUM TaK U HE NOCTynaeT.

9. Mpopgaxa umyLecTBa Ha UHTEPHeT-cauTax.

Mpn 3BOHKE Ha TenedoH, pasmelleHHbIn Ha VHTepHeT-canTax obbaBeHnn
(ABuTo, PapllocT, lpom 1 Ap.) NnpaBoHapyLwunTenb NPOCUT NONOMHUTL CHET €ro



TenedgoHa, NMbo CoobLNTL AaHHbIE M HOMEpP KapTbl NOTepneBLlIero Ass
nepeBofa [OeHeXHbIX CpeacTB B KadecTBe 3agatka 3a ToBap. [locne
coobLEeHNS OaHHbIX KapTbl MPOUCXOOUT CMCaHME OEHEXHbIX CPEeACTB.

10. HoBas cxema TeneOHHOro MowweHHU4YecTBa « BULLKHIY.

OpQHoM 13 pacnpocTpaHEeHHbIX CXeM KMOepnpecTynHMKOB B NMOcredHune roapl
ctan «BuWwuHry — 310 BUA MOLUEHHMYECTBA, NPU KOTOPOM 3M10YMbILLIEHHMKN
noAa nobbIM NPeanorom BbiHY)XAAlT HAac NpeaoCcTaBnsaTb KOHPUAEHUMaNbHbIE
OaHHble B «HaWWX COOCTBEHHbIX WHTEpecax», TO €CTb WCKYCCTBEHHO
co3gaeTcs cuTyauus, Tpebytollas noMoLum OT cneumanucTa.

Llenb MoOWweHHWKOB noa nobbiM NPeanorom U3BfeYb CEKPETHYH FUYHYHO
nHdopMaumo o Kpeautke. Ons nonyYyeHust OOCTyna K KOHuAeHUmnanbHbIM
AaHHbIM BnagernbLla MHUMblE NOMOLLHUKN UCMONb3YOT TeNedOoHHY0 CBA3b Kak
B aBTOMaTM3MPOBAHHOM pexumMe, Tak W  HanpsMyld OT  MHUMOTO
«onepaumoHucTa» 6aHKOBCKOro cekTopa.

Bo MHormx cnyyasix B Te4yeHMe OHSA HaM MOCTOAHHO Ha4YMHaKT 3BOHUTb Ha
MOOGUITbHUK C HE3HAKOMOro MOCKOBCKOrO HOMepa, HaudumHarouwlerocss Ha 495.
3BOHKN C MOCKOBCKMX HOMEPOB OObIMHO HACTOSbKO HacToM4MBbl (MHOrga Ao
AECATUN 3BOHKOB 3a AEHb), YTO Mbl 324acCTyH0 YCTYNaem 1 OTBEYAEM Ha HUX.

Kak Tonbko Mbl OTBEYAEM Ha 3BOHOK, HaMm cpasy CoOoOLIalT BaXHYHO
MHpOPMaLNIO O BO3HUKLLMX Npobnemax ¢ Hallel KapTon, Hanpumep, YTo oHa
3abnokupoBaHa, a cnyxb6a GesonacHocTu GaHka npegoTBpaTUna MOMbITKY
HEeCaHKLMOHMPOBAHHOIO crnncaHus. 3aTem 3BOHSLLMIA NpeanaraeT NomoLllb B
CMOXMBLLENCSA CUTyaLIMK, Ha KOTOPYH MHOIMME U3 Hac cornaluatoTcs.

Hac yb6exxgatoT B CPOYHOM peLLUeHUM BO3HUKLLEN CUTYyaLuKn, Noka ewe He Bce
AeHbrn ykpaaeHol. OueHb nocnegoBaTesibHO MOLLEHHUKN CTapatoTcs NONy4nTb
OT Hac BCIO JIMYHYO MHAOPMALMIO O KpeauTKe, NPUCbINatT HOBblE Naponn u
NMAH kogbl B CMC-yBegomneHusix. YcnokamBarLwmm ronocom «baHKoBCKME
paboTHMKNY nNpeanaratT pasnnyHble BO3MOXHbIE BapnaHTbl 3aLLMThI.

[oragatbcss 0 TOM, YTO MOOGE3HbLIN MOMOLLHMK Ha APYromM KOHLie npoBoaa
SIBMNSieTCA MOLUEHHMKOM He Bcerga erko, Ho B ftoboM criyyae 3To BO3MOXHO.
N3HayanbHO MOXHO nobrnarogaputb 3a 64MTENBHOCTb U Y3HATb AOMKHOCTD,
MHMLUManbl 3BOHMBLLErO COTPYAHMKA KpeaUTHOW opraHM3auum u npeanpuHsTb
MONbITKY 4O3BOHUTLCS MO FOpsiYert IMHUMN.

Vicnonb3oBaTtb ONS BbISCHEHUA CNOXMUBLUENCA CUTyaLUU nyylle Opyrov CBOW
HOMep, MOTOMY YTO Ha CErogHsWHWA OeHb Y BbiMOraTenen cywecTByHOT
TEXHOMOrnK, NOo3BONAKLME NepeHanpasBnsaTe BCe nocrenylolme 3BOHKN Ha
TenegoHHoe YyCTPONCTBO MOLLEHHWNKOB.

11. XuwieHuna ¢ KapT, NOAKMIOYEHHbIX K ONUUU O€CKOHTAKTHbIX NilaTeXeu.

Ona npoBefeHns onnartbl NO TakoW KapTe LOCTAaTOYHO MPUNOXUTbL €€ K
TepmuHany. Beog NMH-koga He TpebyeTtca ecnu cymma He npesbiwaeT 1 000
pybnen. NMpn 3TOM KONMNMYECTBO pacXOAHbIX TPaH3aKUUM HE OrpaHNYeHO.



YT00ObI NONY4YMTb AEHLIN, MOLLEHHUKY AaXe He NMoHagobuTcst BOpoBaTb KapTy
y KnueHTa. Ecnun B 06LLECTBEHHOM TpaHCNopTe NOAHECTU YCTPOMCTBO K CyMKe
NN KapmaHy Bragenbla, To cpeacTsa cnuwiyTcs. [ns aTux uenen MowWeHHUKN
N3roTaBNMBAKOT camMoersibHble MEPEHOCHbIE CYUTbIBATENW WNU MCMOMb3YHOT
OaHKOBCKME TepMUHarbl, 0pOpPMIIEHHbIE MO PUKTUBHBLIM AOKYMEHTAM.

Takke B TEKyLLEM rogy 35n0yMblLlUNTEHHUKN npoaoImkKarT  akKTUBHO
MCrNonb30BaThb q.')VILIJl/IHI' B couunalnibHbIX ceTdaxX W OHJ'IGVIH-MGCCGH,D,)Kean.
Ham6onbmyro BbIrogy MOLUEHHUKaAM MPUHOCAT MaxumHauunnm 4Hepes ABuTo, C
MOMOLLIbIO KOTOPbIX OHM NMOony4atroT A0CTYyN B OHNamnH-6aHK.

12. Banom akkayHTa gpyra.

Nioan mMoryT gaxke He NoOA03peBaTh, YTO UM MULLET NOCTOPOHHUIA YENOBEK Mo/
BMOOM pPOACTBEHHMKA, Apyra, C npocbbor nepeBoda [OeHer B CBSA3N C
npousoLwleawMm ropem. Takum oGpas3om, BOWAA B [A0OBEpue, MOLUEHHUKU
MbITAIOTCA YKPACTb BallW AEHbIW.

13. TenecpoHHOE MOLUEHHNYECTBO BO BpeMs NaHAEeMUMN.

MHorve n3 Hac BBMAy naHgemMmmn HaxogunmcCb AomMa, 4YTO akKTUBU3NPOBASio
MOLLEHHMYECTBO C DaHKOBCKMMM KapTtamMu no TeJ'IerOHy. OueHb onepatnBHO
3TM MOMEHTOM BOCIMNOJ1Ib30BaJIUCb BbIMOratesi ¢ nomMoLlbro cmaqu)OHa.

BoT nuwb HECcKomnbkO HOBbIX MPMMEPOB TOrO, Kak NPOUCXOAUT TenedoHHOoe
MOLLUEHHNYECTBO C MNOCNeaylLWen Kpaxen OEHer C KpeauTKu, y4vuTbiBad
COBPEMEHHYHO CUTYaLMIO:

Ha TenedoH npuxoant CMC-yBegomMneHMe O HauyUCrEeHUM KOMMNeHcauum 3a
HepabouMn nepuog BO BpeMsa anNUAeMuu, ONa  MOfydYyeHuss KOTOpOW
npennaraeTcsa Nnepe3BoHUTb B 6aHK 1 NoobLaTbCst C MHUMbIM «COTPYAHUKOMY .
3MOYMbILLMIEHHMKN 3BOHAT HaM C yBEOOMIIEHMEM O TOM, 4YTO Mbl SAKOOBbI
HaxoOunucb B KOHTakTe ¢ 3aboneBwumm Covid-19. B cBfsn ¢ atum
npennaraeTca CPOYHO caaTb MMaTHbIM aHanM3 Ha KOPOHaBUPYC, a YTOObLI He
HapywaTb pPeXuMm CamMoMu30nALMK, «COTPYAHMKM nabopaTopum» rOTOBbI
npyexaTb K HaM Ha oM. [1na cpoyHOro Bble3ga Opuragbl HYXXHO COBEPLUNTb
npegonnary.

B oboux crnydaax nogcraBHOM YeroBek, Oyab 3TO COTPYAHUK BaHKa unv mep.
nepcoHarn, npeanaraeTt CBOK OHMaMH-NOMOLLb, YTOObI OCYLLECTBUTL NNaTex, a
AS151 3TOro eMy Hy>xHa nHgopmMaumsi o cdeTe. [locne nony4yeHns HeobXoaANMbIX
AAHHbIX MOLUEHHMKM BbIBOOAT [O€HbrM, a Mbl, [OOBEpPYMBLIE TrpaxdaHe,
OocTaeMmcsi C HyneBbIM HanaHcom.

MpuBEOAEHHbIN NepevYeHb MOLLUEHHUYECKMX CXEeM He orpaHuMyMBaeTcst
NpUBEAEHHbIMU NpuMepamun. [MpecTynHUKM HaxoasaT BCE HOBble U HOBblE
CXEMbI 1 CcNocobbl ANst 4OCTUXKEHNSA CBOUX NMPECTYMHbIX 3aMbICITOB.



Kak ybepeubcs oT TeneOoHHbIX MOLLEHHUYeCTB?

UTtobbl He cTaTb >XepTBOW 3MOYMbILLNEHHUKOB, HeobxoauMmo cobnoaaTth
npocTble npaBuna 6e3onacHoro noeeaeHus n obsA3aTenbHO JOBECTU UX [0
CBeEeHUs POAHbIX N BITU3KNX:

- He cnenyeT A0BepsiTb 3BOHKAM 1 COOBLLEHNSIM, O TOM, YTO POACTBEHHUK UMK
3HAKOMbIA nonan B aBapulo, 3adepXaH CoTpyoHMKaMM MNonuuuu 3a
COBEpLUEHME NPEeCTynneHns, ocobeHHo, ecnu 3a aTum cnegyeTt npockba o
nepeyYncneHnm AeHexHbiX cpenctB. Kak nokasbiBaeT npakTuka, OObIYHbIN
3BOHOK ONM3KOMY YenOBEKY MO3BONSIET Pa3BesiTb COMHEHUS U MOHATb, YTO 3TO
MOLLIEHHMKW MbITAOTCS 3aBNafeTb BallMMM CPeACTBAMU UNN UMYLLIECTBOM;

- He cnegyeT OTBeYaTb Ha 3BOHKM MM SMS-cooOLUeHUs C HEU3BECTHbIX
HOMEpPOB C NPOCLOON MOMOXNUTb Ha CYET AEHbIU;

- He criegyeT coobLaTb No TenedoHy KoMy Gbl TO HU GbINO CBeAEHUS FTMYHOIO
XapakTepa.

CBOGBpeMeHHOG o6pau.|,eH|/|e B NMpaBooOXpaHUTESIbHbIE OpPraHbl MOXET NMOMO4b
apyrum - nrogaMm He  nonactbCA Ha He3aKOHHbIE  YJTOBKU TeJ'IerOHHbIX
MOLLUEHHUKOB.

npOTMBOCTOﬂTb MOLUEHHUKaM BO3MOXHO JINLb NOBbILLIEHHOW
BHMMATEJIbHOCTbIO, 3paBOMbICITUEM U 6ANTENBHOCTLIO.
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